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BCTYII

AHOTALIA

HaBuanbHa aucuumiina «3axucT MPOrPaMHOrO MPOAYKTY» € IUCHUILTIHOIO
npogeciiiHoi miAroToBku Oakanaspis 31 cnerianbHocTi 125 «KibepOesneka Ta 3aXuct
iHpopmaniin. Bona 3abe3neuye ¢opMyBaHHS YyMIHHS CTBOPEHHS 3axXUIICHUX,
AITOPUTMIYHO OE3MEYHHUX MPOrpPaMHUX MPOIYKTIB JJIsl BUKOPUCTAHHS B KPUTUYHHUX
1H(OpMaIITHUX CUCTEMAaX.

OCHOBHUM 3aBJIaHHSIM HABYAJIbHOI JAMCLMIUIIHM € BUBYEHHS TEOPETUUHHUX Ta
NPUKIAAHUX AacCHeKTIB 3aXHUCTy MPOTrpaMHUX MPOJYKTIB PIZHOTO MpHU3HAYECHHS.
3aCBOEHHS ONTUMAJIBHUX METOJIB KEpyBaHHS PO3POOKOI0 I MEXaHi3MIB KOHTPOIIIO
SKOCTI TIPOTPaMHUX MPOIYKTIB HA KOKHOMY €Talli >KHTTEBOTO IUKITY, TOYMHAIOYH 3
MOCTAaHOBKM 3aBJaHHS W 3aKiHUYYIOYM aBTOPCHKUM CympoBomoM. OCHOBHa yBara
MPUAUIIETHCS 3I00YTTIO MPAKTUYHUX HABUYOK PO3POOKH 3aXUIICHUX, AITOPUTMIYHO
0e3MeyHuX MPOTPAMHUX MPOJYKTIB 3 BUKOPUCTAHHAM METOJIB TEXHOJIOTTYHOTO Ta
EKCIUTyaTal[lfHOTO 3aXUCTy Il BUKOPUCTAHHS B KPUTUYHUX 1HGOpMAIIITHUX
CUCTEMaX.

Kuo4oBi cjioBa: nporpaMHuil IPOYKT, TEXHOJIOTTYHUM Ta €KCIUTyaTalliiHui
3aXHUCT, )KUTTEBHUH IIUKJI MPOTPAMHOTO MPOIYKTY, KPUTHYHI 1HPOPMAIIiiHI CUCTEMHU.

Abstract

The course "Software Product Security" is the discipline of the bachelor degree
of the specialties 125 "Cybersecurity and information protection ". It provides the
formation of the ability to create secure, algorithmically safe software products for
use in critical information systems.

The main task of the course is the study of theoretical and applied aspects of
security of software products of various purposes. Acquiring the knowledge of
optimal methods for managing the development and mechanisms of quality assurance
of software products at each life cycle stage, starting from problem definition and
ending with product support. The focus is on obtaining practical skills for the
development of secure, algorithmically safe software products using technological
and operational protection techniques for use in critical information systems.

Key words: software product, technological and operational security, software
life cycle, critical information systems.



1. Onuc HaBYAJBLHOI AUCHUILIIHHA

HaiimenyBaHHs ["any3b 3HaHb, HAIPSAM XapaKTepUCTUKA HABYAIbHOL
[MOKA3HUKIB MATOTOBKH, OCBITHBO- TUCHUAIUIIHA
KBaJTi(piKaIiitHUI piBEHb JAeHHA 3a04HAa
¢popma ¢popma
HABYAHHS HABYAHHS
KUH’I.(]CTB O00B’s13k0Ba
kpeauTis — 3,0
MopymiB — 1 Pik miaroroBku
3MICT9BHX A A
MOJYJIIB — 3
Enextponna Cemectp
anpeca PITH/I na
caiiTi ["airy3b 3HaHb:
VHiBepeutery: 12 [HdopmarriitHi TeXHOMOTIi 8- 8-
http://education. | CremianbhicTs: 125 KibepbOesnexa
nuos.edu.ua/ Ta 3aXUCT 1H(I)OpMaH11
3arajgLua OcpgiTHs nporpama: CrucremMu Tekuii
KLIBKICTB TEXHIYHOTO 3aXUCTy 1H(pOopMaIlii,
roaud — 90 aBTOMaTH3aIlisl ii 00pOOKH 15 ron. 4 rog.
[TpakTiuHi, cemMiHapChKi
JlaGopartopHi poboTu
Troxkuesnx 30 ron. 6 rog.
TOJIAH JIJISI
JIEHHOT (I)OpMI/I CamocrTiiiHa p060Ta
HaBHaHH. 45 ron. 80 ros.
ayIUTOPHUX —
3 ronu.; [nuBinyanpHe 3aBaHHS HE
CaMOCTIHHO1
nependadeHo
pobotn OCBITHi} pIBEHb: ,
CTyJICHTa — Bua kontposnio: 3amik
3 ron.

nepumii (dakaJIaBpcbKuii)

dopma KOHTPOJIIO:
TECTYBAHHS
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2. Mera BUBYECHHS HABYAJILHOI AMCIHUILTIHA

MeToro BUBUEHHS HAaBUAJIbHOI AUCIMIUIIHA «3aXUCT MPOrPAMHOTO MPOAYKTY
€ (popMyBaHHS Y CTYJICHTIB BIJIMOBIJHO JI0 OCBITHBO-TIPO(ECIHHOI MporpaMu TaKUxX
KOMIIETEHTHOCTEM:

3acanvui KomMnemenmHocmi:
3K 2 3naHHs Ta po3yMiHHS IPEIMETHOI 007aCcTi Ta po3yMiHHS mpodecii.

Daxo6i KOMNEMeHMHOCI:
®K 5. 3patHicth 3abe3nedyBaTH 3axucT iH(popmaiii, MmO 0O0poOIsETbCa B
iH(OopMaIiiTHO-TeICKOMYHIKAIIMHUX ~ (aBTOMATU30BaHUX) CHCTEMaxX 3 METOIO
peaiizallli BCTaHOBJIEHO1 MOITHKH 1HGOpMaIliIifHOT Ta/abo KiGepOe3neKHy.
®K 10. 31aTHICTh 3aCTOCOBYBATH METOAM Ta 3aCO0U KPUMNTOTpadiqHOro Ta TEXHIYHOTO
3axucTy iHpopmarlii Ha 00'ekTax iHGOPMAIIIHOT AISUTBHOCTI.

3. IlepeayMoBH Jisi BABYECHHS HABYAJIbHOI I CIUILIIHH

[lepemymoBamu 7151 BUBUCHHS HABYAILHOI AUCIUITIIHA € HACTYITHI TUCIIUTUTIHU:
— Teopis inpopmarii, kogyBaHHs Ta nudpona 06podka iHPopMaIi;
— Kpunrorpadis ta creranorpadis;
—Metoau 1 3aco6u 3axucTy iHGOpMaIrii.

4. OuikyBaHi pe3y/JibTATH HABYAHHS

BuBueHHs HaBYaIbHO1 AUCHUILIIHM iepeadadae GOpMyBaHHS Ta PO3BUTOK Y
CTYJCHTIB TaKUX PE3yJIbTaTIB HABYAHHS:

PH 14. BupimyBatu 3aBaaHHA 3axuUcTy mporpam Ta 1HopMalii, 10
o0pobsseTbess B 1H(OPMALIMHO-TEIEKOMYHIKAIITHUX ~ CUCTEMaX MpOrpaMHO-
arapaTHUMH 3aco0aMy Ta JaBaTH OLIHKY pPe3yJbTaTUBHOCTI SIKOCTI MPUHHSATHX
pIIICHb;

PH 18. BuxopucTtoByBaTH NpOorpaMHi Ta IpOrpaMHO-allapaTHI KOMIUJIEKCH
3aXUCTy 1HPOPMALIITHUX PECYPCIB;

PH 20. 3abe3neuyBaté (YHKI[IOHYBaHHS  CIICLIAILHOTO  IMPOTPAMHOTO
3a0e3MeUeHHs], 100 3aXHUCTy i1HoOpMaIlii Bil PyHHYIOUHMX MPOTPAMHUX BIUIMBIB,
PYHHYIOUHX KOJIB B IHPOPMAIITHO-TEIEKOMYHIKAIIHHIX CUCTEMAX;

PH 53. BupimyBatu 3amayl aHamizy MNOpPOTPaMHOrO KOJIy Ha HasBHICTh
MOJKITUBHUX 3arpo3.



5. IIporpama HaBYAJbHOI JUCHMILTIHA
Monayas 1

3micToBuii MoayJnb 1. 3arpo3u 6e3nerr nporpamaux npoayktis (I11T) Ta
NPUHIIUIN 3a0€3MeUeHHs HaJIHHOTO 3aXUCTy

Tema 1 (Jlekuis 1). Anamiz 1 knacudikaiiss 3arpo3 Oe3neri MporpaMmHux
poaAyKTiB. ba3oBi eTanu KUTTEBOrO IUKITY MporpaMHux npoaykris. [1], C. 6-26; [5,
7,8,9,10].
[lepeik MUTaHb, 110 BAHOCUTHCS HA BUBYEHHSI 33 TEMOIO:
PiBenp Oe3neyHOCTI MPOrpaMHUX MPOAYyKTIB. [IpuunHn QyHKIIOHATBHOI HENPUIATHOCTI
nporpaMHuX NpoAykTiB. Kputnuni iHdopmaniiiai cuctemu. CriocoOu JeCTpPyKTUBHOTO
BIUTMBY Ha MporpamMHuii npoaykT. Kiacudikariist 3arpo3 6e3meri mporpaMHUX MpOIyKTiB.
Taktuuni # cTpareriuni 3arpos3u. PyiiHiBHI nporpamii 3acodu (PI13). Anroputmivni Ta
nporpamui 3aknaaku. Komr ‘torepni Bipycu. [lomimopdni nporpamui 3arpo3u. bazosi
eranu xkutreBoro nukiy (PKLI) mporpamuux mpoaykti (ITI1). Kackagna ta iTepatiiina
MOJIEN KUTTEBOTO IUKITY MPOrpaMHUX MpOAyKTiB. CTaHIapTh3allis KUTTEBUX IUKIIIB
nporpaMHuX  OponaykTiB. Texnomoriuna uactuHa JKII: cucremHuid  ananmis,
POEKTYBaHHS, po3poOka, TecTyBaHHs Ta BumnpoOyBanHs IIII. Excrutyartauiiina
yactuHa XII.

Tema 2. Mojens 3arpo3 1 OPUHIMOM 3a0€3ME€YEHHS HAAIMHOTO 3aXHCTY.
Texnomnoriuni etanu po3poodku cuctem 3axucty I1I1. [1], C. 27-45; [5, 6, 8, 10].

Jleknist 2.1. Mogens 3arpo3 1 NPUHIUIY 3a0€3NeUeHHS HaIIMHOTO 3aXHCTY.
[lepenik MUTaHb, 110 BAHOCUTHCS HA BUBYCHHS:
Cxema 3arpo3 texHonoriyniii 6e3nerni [1I1. Moxens ekcrmyartaniiinoi 6e3nexu I1I1.
HedopmanizoBanuit  omuc wmoxeni  3arpo3 [IIl. Ilpunumunu — 3a0e3nedeHHs
TEXHOJOTIYHOT Oe3MeKu MpH IIaHyBaHHI. [IpuHIMMM 3a0e3medeHHs TeXHOJIOTTYHOI
oesneku B mporieci po3poOku. [IpuHimmm 3abe3neueHHs OE3MeKU MPU CTEHIOBUX
BUMNPOOYBAHHIX Ta €KCILTyaTallli MporpaMHUuX MPOIYKTiB.

Jlekuis 2.2. TexHosoriuni eranu po3poOku cuctem 3axucty [1I1.
[lepenik NUTaHb, 1110 BAHOCUTHCS HA BUBYECHHS:
Etamu nporiecy mpoekTyBaHHsI ¥ po3poOku cuctem 3axucty III1: BusBIeHHS LJIeH 1
3aBJlaHb, BU3HAYEHHS BIIMOBIIHOTO PIBHS 3aXMCTy, aHAII3 MOXJIMBUX 1 MMOBIPHUX
3arpo3 Oesmeni III1, BuU3HAYeHHs cTpaTterii 3axUCTy, BUOIp ONTUMAJIBHOTO 3aXHUCTY,
po3poOka ¥ omTUMIZallis aJrOpUTMY 3aXHCTy, MPOTpaMHA peajizaiis CUCTEMH
3axucty I1I1 111 TectryBaHHS.

3micToBuii MoayJIb 2. 3a0€3NeUeHHSs TEXHOIOTTYHOTO 3aXUCTY MPOTPaMHHX
IPOAYKTIB B MPOIIEC pO3pOOKHU

Tema 3 (Jleknis 3). MexaHi3Mu 3aXHCTy NMPOTPAMHUX MPOJIYKTIB B IMpoOILIEci
po3poOku. MeToau CTBOPEHHS aNrOpPUTMIYHO OE3MEYHUX MPOrpaMHUX MPOAYKTIB.
Buau 1 anroputmu 06¢yckariii (obfuscation — 3amryryBanns). [1], C. 46-68; [6, 7, 8,
12].

[lepenik NUTaHb, 1110 BAHOCUTHCS HA BUBYEHHS 332 TEMOIO:

MexaHi3MH ~ 3aXUCTy: BUKOPUCTaHHS CKJIAJHUX JIOTIYHUX MPOUEAYD;
mdpysanas kony II1; koMOiHOBaHI CUCTEMU. AJTOPUTMU 3aXUCTY: 3aITyTyBaHHS;
MyTalii, kommpecii; mudpyBanasa. [IpoTUCTOSIHHS TEXHIYHHUX METOAIB 1 3aco0iB
PO3POOHUKIB CUCTEM 3aXUCTY 1 3JI0BMUCHUKIB. OCHOBHI BUMOTH JI0 CY4aCHUX CHUCTEM
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saxucty [IIII. OOdyckaris sk METOA CTBOPEHHS alTOPUTMIYHO O€3MeYHuX
MPOrpaMHUX MPOJYKTIB, IO JAO3BOJISIE YCKIAAHUTH IMPOLIEC PEBEPCUBHOI 1HXKEHepii
koxy IITI. AHamiTuuHi Ta €MIIpUYHI METOJIU OIIHKH e(EKTUBHOCTI 00QycKarii.
Knacudikamis Bumie o0dyckarlii, 3alexHo BiI cnoco0y Moaudikamii Koay
nporpaMu: JeKcu4Ha, oOdyckaiis aaHux, oOdyckalis KepyBaHHs, MPEBEHTHUBHA.
[Iporec neoddyckariii.

Tema 4 (Jlexkuis 4). KpuntomporpaMmyBaHHSI Ha OCHOB1 1HKPEMEHTAJIbHUX
anroputMmiB. Metogonoris camorectyBaHHs Ta camokopekii IIIl. Meroau
inmenTudikai ta anamsy oesneunocti I[1I1. [1], C. 68-88; [2, 4, 7,9, 11].

[lepenik nUTaHb, 1110 BUHOCUTHCS HA BUBYCHHS 32 TEMOIO:

Merta Ta imes iHKpemeHTanbHOi Kpuntorpadii. Kpunrorpagiuni airoputmu.
OCHOBHI €JeMEHTH IHKpEeMEeHTalbHOI Kpumnrorpadii. Omneparopu Moaudikaiii.
[HKpemMeHTanbHl ~ anropuTMu.  MeTtomonoriss  camoTrecTtyBaHHsA.  [Iporpamm
camotecTyBaHHs.  IIporpammu  caMokopekuii. 3acTocyBaHHS  Iporpam 3
CaMOTECTYBaHHSIM Ta CaMOKOPEKIII€l. [meHTudikaiis mnporpam 3a BHYTPIIIHIMH
xapakTepucTukamMu. KOHTpOIBHO-BUIIPOOHI M JIOT1KO-aHATITUYHI METOAU aHali3y
oesmeunocti [III. Mopemi IIII Tta PII3. Bumu ananizy IIII: nexcuunwmii
BepudikaIiiHuii, CHHTAKCUYHUM BepuDiKaliiiHUN, CEMaHTUYHUIN aHaI13.

3MmicToBuii MoayJIb 3. 3a0e3neUeHHs eKCITYaTaliitHOro 3aXUCTy IPOrpaMHUX
IPOAYKTIB

Tema S (Jlekuis 5). MeToau 1 3aco0M 3aXUCTY BiJ] KOMII‘IOTEPHHUX BIpYCIB Ta
nporpamMuux 3akiagok. [1], C. 89-107; [3, 5, 8, 10].
[lepenik MUTaHb, 110 BAHOCUTHCS HA BUBYEHHSI 33 TEMOIO:

3aranbHa ~ XapaKTEpUCTHKAa  KOMI'IOTEpHUX  BipyciB.  BractuBocTti
KOMH’}OTepHI/Ix BipyciB. Crpykrypa KoMmm'torepHoro Bipycy. Kiacudikaris
KOMIT'FOTEPHUX BIPYCIB 32 PEKUMOM (DYHKIIIOHYBAaHHS, 32 00'€KTOM BTOPIHEHHS, 32
cTymeHeM 1 crmocobom MmackyBaHHsA. CrnocoOu iH(pikyBaHHsA. Edextu, BHKIMKaH1
BipycaMu B TIpolieci peaiizanii HUMH IUIboBUX (yHKIiH. Hacmiaku nii Bipycis.
3arajibHa XapakKTEepUCTHKa 3aco0iB HeWTpasizaiili KOMI'IOTEpHUX BipyciB. ['pymnu
aHTUBIPYCHUX IpOrpam: AETEKTOpHU, (paru, BaKIIMHU, IIETIIICHHS, PEBI30PH, MOHITOPH.
Kinacudikariiiss METOIB 3aXUCTy BiJi KOMI'TOTepHUX BipyciB. [IpoakTUBHI TEXHOJIOT11
O0pOTHOU 3 KOMIT IOTEPHUMU BIpyCaMH.

Tema 6 (Jlekuis 6). MeToau 3axucTy MpOrpaMHUX MPOJYKTIB Bif 3JI0My Ta
HecaHKIlloHOBaHoro komiroBanHs. [1], C. 107-126; [5, 8, 10].
[lepemik mUTaHb, 110 BAHOCUTHCS HA BUBYEHHSI 33 TEMOIO:

3a0e3neuenHs uimicHocTi i gocroBipHocTi [1I1. Meroau 3axucty mporpam Bif
HECAHKI[IOHOBAHUX 3MIH: BHUKOPHCTAaHHA HAJUIMIIKOBUX JlaHUX, KpUITOrpadiuHi
METO/IM, METOJ BipTyaJibHOro Tmporecopa. Kpunrtorpadiuni 3acobu KOHTPOIIO
IUJIICHOCTI ¥ BIPOTIIHOCTI Mporpam. ba3oBl MOHATTS ¥ BU3HAYEHHS KPHUIITOJIOTII.
Enextponnuii (umdpoBuit) mianuc. Xem-gpyHkimii. KpunrorpadiuyHi mpoTOKOJH.
AmapatHi 3aco0u 3axucTy Big KomitoBaHHsA. EnexktponHi xmoui (HASP).
Eneproneszanexuna nam'ste (EEPROM). OcHOBHI MeTOAM MPOTrpaMHOIO 3aXHUCTy BiJ
KomitoBaHHs. Kpunrorpadgiuyni MeToAu 3aXUCTy BiJ KOIMitOBaHHSA. MeToa MPUB'SI3KU
1o imeHTudikaTopa. MeToau, 3acHOBaH1 Ha poOOTI 3 epexojaMu i ctekoM. MeToiu
NPOTUJIIT JUHAMIYHUM CIIOCOOAM 3HSTTS 3aXUCTY MPOrpaM BiJl KOMIIOBaHHS.




TeMaTHYHNH IJIAH HABYAJIBHOI JUCIUILIIHA

Henna ¢popma ‘ 3aouna ¢popma
HazBu 3micToBHX KinpkicTh ronux
MOJIYJIiB 1 TEM yChO- y TOMY 9HCJIi y TOMY 9HCJIi
ro | 1| nm | mb | cp. yeporo | nm | ma6 | cp.

Moayas 1 (M1)

3microBuii Moayas 1. 3arposu 0e3neni nporpamaux npoaykris (IIIT) Ta npuHunm
3a0e3nmeyeHHs HAAIIHOI0 3aXHCTy

Tema 1. Ananiz 1 knacudikaris
3arpo3 Oe3mneri nporpaMHuX

npoaykTiB. bazosi eranu 10 | 2 - 2 6 15 1 - 1 13
KUTTEBOI'O LUKy IPOrPAMHUX

MIPOJTYKTIB.

Tema 2. Monens 3arpo3s i
MIPUHITUTIN 3a0€3NeYCHHS
HAJIITHOTO 3aXUCTYy. 20 4 - 4 12 15 1 - 1 13
TexHomori4HI eTanu po3pooKu
cucreM 3axucry 111

Pazom 3a 3smicmosum mooynem 1 | 30 | 6 - 6 18 30 2 - 2 26

3microBuii Moayb 2. 3a0e3nevyeHHs] TEXHOJOTIYHOI0 3aXHUCTy MPOrPaMHHUX NPOAYKTIB B
npoueci po3pooxku

Tema 3. MexaHi3mMu 3aXUCTy
IPOTrPaMHUX MPOIYKTIB B IPOLIEC
pO3poOKH. MeToii CTBOpPEHHS
QITOPUTMIYHO O€3MeYHUX 14 | 2 - 4 6 15 1 - - 14
porpamMHUX MPOAYyKTiB. Bumam i
aNropuT™MH 00QycKarii
(obfuscation — 3arTyTBaHHs).

Tema 4. Kpunro-
mporpamMyBaHHs Ha OCHOBI
IHKpEeMEHTAJIbHUX AJITOPUTMIB.
Meromosorist caMmOTeCTyBaHHS 16 | 2 - 8 8 15 1 - 2 12
ta camokopekii [1I1. Meroau
imenTrdikarii Ta aHamizy
6e3neunocti [111.

Pazom 3a 3micmosum mooynem 2 | 30 | 4 - 12 14 30 2 - 2 26

3micToBuii MoayJb 3. 3a0e3neueHHsl eKCILTYATALIHOIO 3aXMCTY NPOTPAMHHUX MPOAYKTIB

Tema 5. Meroau 1 3acodu
3aXHUCTY BiJI KOMIT FOTEPHUX 11| 2 - 4 5 15 - - 1 14
BIPYCIB Ta MPOTPaMHHX 3aKJIaJIOK.

Tema 6. Meronu 3axucty
MIPOTPaMHUX MPOAYKTIB Bif

; 19 | 3 - 8 8 15 - - 1 14
37I0MY Ta HECAHKIIIOHOBAHOTO
KOITIIOBaHHSI.
Pazom 3a smicmosum mooynem 3 | 30 | 5 - 12 13 30 - - 2 28
Pazom 3a Kypcom 90 | 15 - 30 45 90 4 - 6 80

[pumitka 1. [{ng cTyaeHTiB 3a04HO1T (hOpMHU HABUAHHS MTPOBOJIATHCS OTJIAIOBI JieKwii, JabopaTopHi
3aHATTS 32 TEMaMHU 3MICTOBUX MOJIYJIB B 00cATax BiIIMOBIIHO J0 Taduui (po3. 5).



Temu 1a00paTOPpHUX 3aHATH
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Has3Ba temn

KinpkicTs roguu

JleHHa
dbopma

3ao4Ha
dbopma

3micToBuii MoayJs 1

Berynne 3aHaTT4. [HCTpYyKTaX 3 TEXHIKH O€3MEKH.
JloBenieHHS TU1aHy poOiT, BUMOT A0 3BiTiB, IPUHIIUIIIB
ouiHoBaHH:A. O3HalloOMJICHHS 3 00JIaJHAHHIM Ta
IpPOrpaMHUM 3a0€3MEeYeHHSIM J1TabopaTopii.

[ToOymoBa Mosieni 3arpo3 eKcruTyaTaIiiHii oe3merri
[IT inpopmarniiinoi kommn totepHoi cuctemu (IKC)
HaBYAJIbHOI JJabopaTopii.

BusHaueHHs HEOOX1IHUX METO/IB 1 3aC001B
HaJ1HOTO 3axucTy. Po3pobdka cucremu 3axucry IKC.

3micToBHii MOaYyIb 2

3axuct nporpamuux npoaykTis (I1I1) 3 Bukopucranusm
anroputMiB 00dyckartii (obfuscation — 3armTyTyBaHHs)
3a JIOTIOMOTO10 CHEL1ali30BaHOTO MPOTPaAMHOTO
3a0e3MeueHHS.

Kpunrorpadiunuit 3axuct. CTBOpEHHS BIIKPUTOTO
3au(ppOBAHOTO TOMY 3a JIOIIOMOT'OFO ITPOrpaMu
VeraCrypt.

Kpunrorpadiunnii 3axuct. CTBOpEHHS IPUXOBAHOTO
3amr(poBaHOro TOMY 3a JIONMOMOTr0I0 ITporpamMu
VeraCrypt.

Kpunrorpadiunuii 3axuct. [lepeBipka podoTu
3amugpoBanux ToMiB VeraCrypt B peKuMi 3aXUCTy
IPUXOBAHOTO TOMY 1 0€3.

3micToBuit MOaYJIb 3

AmHarti3 1 NopiBHSJIbHA XapaKTePUCTHKA
(GYHKIIOHAIBHUX MOKJIMBOCTEH aHTUBIPYCHUX
Iporpam.

Po3po6ka mporpaMHOro Koy M1 3a00pOHU
HECAHKI[IOHOBAHOTO KOIFOBAHHS TPUKJIATHOT
MpOrpaMu 3 BUKOPUCTAHHSAM IMEPEBIPKHU CEPiiHOTO
HOMepa abo 00cATy HaKOIUYyBaya.

10

3axuCT NPOrpaMHOro MPOIYKTY BiJ
HECaHKI[I0HOBAHOTO BUKOPHUCTAHHS 3a JOIIOMOTOI0
nporpamu AsProtect.

11

351aM 3aXUCTY MPOrPaMHOro MPOAYKTY 32 JOIOMOI0I0
nporpamu Trial Reset.

Pazom

30




Camocriiina poborta

11

Po3mozin roguH caMocTiiHOT poOOTH 1715t ACHHOT (POpMU HABUAHHS:

- IArOoTOBKA JI0 JIEKIIHHUX 3aHaTh — 0,5 rox./1 ron. 3aHATE;

- MAroToBKa a0 jJaboparopHux podit — 2-3 roxa./1 poboTa;
- TATOTOBKA JI0 KOHTPOJBHUX 3ax0/iB — 15-30 rox. Ha 1 3axiz.

3aBiaHHs U1 CaMOCTIHHOT poOOTH

KinpkicTs roguu
€HHa 3aouHa
No Bua po6otu gopMa (bopma
HABUAHHS | HABYaHHS
Moayas 1
1 ITinroToBKa /10 JIEKIIH 7,5 30
[TigroToBka 10 1a00OpaTOPHUX POOIT 22 35
5 HigFOTOBKa JI0 MOJTYJIbHUX KOHTPOJIbHUX POOIT Ta 155 15
3Ky ’
Pazom 45 80

6. MeToau HaBYAHHA, 32CO0M AiATHOCTHKH Pe3yJIbTATIB HABYAHHSA Ta
METO/JH iX IeMOHCTPYBaHHS

Memoou naguanus:

- JIeKIis - YCHUH BUKJIAJ HABYAJIBHOTO MaTrepially 3 BUKOPUCTAHHSIM CJaiiB,
IHTEPHET-PECypCiB, PEKIAaMHUX MarepiaigiB BUPOOHUKIB MPOTPAMHHUX MPOAYKTIB,
0a30BUX MPOrPaMHUX 3aCO01B;

- poboTa 3 JiTEpPaTypOlO - OIMpAIlOBaHHS PI3HUX BUAIB JPKEpEJ, CIPsIMOBAaHE Ha
dbopMyBaHHS HOBHUX 3HaHb Y c(hepi 3aXUCTy MPOrPAMHHUX MPOTYKTIB, X 3aKPITUICHHS;

- mabopaTopHa poOOTa - BUBUCHHS B CIICIiali30BaHUX J1AOOpaTOpisSsX METOMIB 1
3ac00iB  3aXMCTy NPOrpaMHUX TMPOAYKTIB 3 BHUKOPHUCTAHHIM
MIPOTPAMHOT0 3a0€e3MeYCHHS.

3acobu oyinoeanHs pe3yromamis HA8UAHHSI:

- 3BITH 3 TAOOPATOPHUX POOIT;

- MOJTyJIbHI KOHTPOJIbHI pOOOTH;

- IOTOYHE Ta MiJICYMKOBE TECTyBaHHS;

CIIEL1AJIBHOTO

Memoou demoHcmpysanus pe3yibmamie HA8UAHHSL:
- YCHI BIJITIOBIII;
- BHUKOHAHHSA 3aBJaHb Ha JAa0OPATOPHOMY KOMIT FOTEPHOMY KOMIIJIEKCI,
MOB’s3aHUX 13 3J00yTTSAM HABUYOK CTOCOBHO TIIPUHIIMIIIB, METOIIB 1 3aco0iB
TEXHOJIOTIYHOTO Ta EKCILTyaTaIifHOTO 3aXUCTy MPOTPaMHUX MPOAYKTIB;

- IPOXOPKCHH ITIOTOYHOTI'O Ta HiI[C}’MKOBOFO TCCTyBaHHA.
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7. ®opMH MOTOYHOIO TA MiIAICYMKOBOI0 KOHTPOJIIO

JlocsirHeHHs 3700yBaya BHIINOI OCBITH OLIHIOWOTECS 3a 100-6abHOIO
cuctemoro YHiBepcutety. IliicyMKoBa OIlIHKAa HaBYAJILHOTO KYpCy BKJIIOYA€E B ceOe
OIIIHKH 3 MOTOYHOTO Ta MiJICYMKOBOTO KOHTPOJTIO.

Dopmu nOMOYHO20 KOHMPOTIO:

- 3aXMCT 3BITIB 3 JIA0OPATOPHUX POOIT;

- MOAYJbHI KOHTPOJIbHI poOOTH Y (hOpMI TECTYBaHHS,

- IepeBipKa KOHCTIEKTIB JICKIITHOTO MaTepiay.

Dopmu niOCYMKOB020 KOHMPOTIO!

- 3aJ1IK Y (popMI1 IiJICYMKOBOT'O TECTYBaHHSI.

@opMH KOHTPOJIIO pe3yabTaTiB HABYAJbHOI AISVIbHOCTI CTYIeHTIB Ta iX
OL[iIHIOBAHHS

JlabopaTopHa podoTa

KinbkicTh OasiB Kpurepii oniHroBaHHS

5 Po6ota BukoHaHa y BCTaHOBJIEHUH TepMiH. BukoHnana
CaMOCTIMHO, YITKO c(pOpMYJILOBaH1 METa Ta 3aBJaHHSI
nociipkeHb. KopekTHO 3acTOCOBaHO HEOOX1THE MporpaMHe
3abe3nedeHHs. J[ocsarHyTO pe3yapTaTiB, IO BIAMOBITAIOThH
MIOCTaBIICHOMY 3aBJaHHIO. Y BUCHOBKAaxX MPOBEJEHA KOPEKTHA
IHTEepIIpeTallisi pe3yJIbTaTIB.

4 PoboTa BukoHaHa y BCTaHOBIIEHUI TepMiH. Bukonana
CaMOCTIHHO 3T1JTHO 3 IHCTPYKIIEIO, YITKO COPMYIbOBaHI METa
Ta 3aBJaHHs J0ocHikeHb. KopekTHO 3acTOCOBaHO HEOOX1/IHE
nporpamse 3ade3nedeHHs. JoCArHyTo pe3yibTaTiB, 110
BIJIIOBIAAIOTH IOCTaBICHOMY 3aBJAHHIO. Y BUCHOBKaX IpPU
1HTepIpeTalii pe3yJbTaTiB JONMYIIEHO HETOYHOCTI.

3 Po6oTa BUKOHaHa 3 TOPYIICHHSIM BCTAHOBJICHUX TEPMIHIB.
CryneHT BUKOHYE JJaOOPaTOPHY 3T1IHO 3 IHCTPYKIIIEIO;
CKJIQZICHUH 3BIT MICTUTh HETOYHOCT] Y BUCHOBKAX.

2 Po6oTa BuKOHaHa 3 MOPYIIEHHSIM BCTAHOBJICHUX TEPMIHIB.
CTyneHT BUKOHYE J1a00paTOpHY 3T1THO 3 IHCTPYKIIETO;
CKJIQJICHUH 3BIT MICTUTh HETOYHOCTI Y BUCHOBKAX Ta MOMMJIKH.

1 Po6oTa BukOoHaHa 3 TOPYIICHHSIM BCTAHOBJICHUX TEPMIHIB.
CTyAeHT BUKOHYE TaOOpaTOPHY 3 MOPYIICHHSM 1HCTPYKIIIi;
CKJIQZICHUH 3BIT MICTUTh HETOYHOCT] Y BUCHOBKAaX Ta MOMUJIKH.

0 Po6oTa He BUKOHYBaJacsl.

Maxcumanvha xinbkicms 06anié 3a OaHull KOMROHEHM NPOSPAMU
55 6anie (11 pobim no 5 banis).
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IHoTo4uHuii MOAYJIBbHUIT KOHTPOJb Y (P)OPMi TECTYBaHHS

[IpaBriIbHUX
Bignosigeit, | 100 | 90 80 70 60 50 40 30 20 10
%
ban 10 9 8 7 6 5 4 3 2 1

HigcymkoBuid KOHTPOJIb (3aJ1iK Y GopMi TeCTYBaAHHA)

[IpaBriIbHUX
Bignosigeit, | 100 | 90 80 70 60 50 40 30 20 10
%
ban 20 18 16 14 12 10 8 6 4 2

dopMa KOHTPOJIIO

MakcuMaJbHA KUIBKICTH 0aJ1iB

Bukonanns nabopatopHux pooiT

11 x 5 6amB = 55 GaniB

[ToTouHMI MOAYJIBHUX KOHTPOJIb

2 x 10 6amniB = 20 OaiiB

[lepeBipka KOHCIIEKTIB JEKLIHHOTO MaTepiaty

5 OaJiB

3anik y ¢hopmi TeCTyBaHHS

20 GamiB

Bcwvozco

100

8. Kpurepii oniHroBaHHs pe3y/ibTaTiB HABYaHHS

B poGoru KinbkicTh
0aJiiB
3microBuii | Temal | Jlaboparopna po6ota Ne 1 5
MoTyJb 1 Tema 2 | JlaGopaTopna pobota Ne 2, Ne 3 10
[Torounuii kOHTpOJb | TecTyBaHHS 10
3mictoBuit | Tema 3 | JlabopaTopna pobota Ne 4 5
MOJTYJIb 2 Tema 4 | JJaGopaTopna po6ota Ne 5, Ne 6, Ne 7 15
ITorounuy koHTpONL | TecTyBaHHA 10
3microBuii | Tema 5 | JlabopatopHa pobGota Ne 8 5
MOyJb 3 Tema 6 | JlabopaTopHa po6ota Ne 9, Ne 10, Ne 11 15
IlepeBipka KOHCIIEKTIB Jlexuii 3a Temamu Nel ... Ne6 5
JISKIIHHOTO MaTepiary

[TincyMKOBHIT KOHTPOIb 3aiik y ¢popMi TECTyBaHHs 20

Cyma 100
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Ixana ouminoBanaa: HanmionaasHa Ta ECTS

Cyma 6autiB 3a
pe3yJbTaToOM Ominka ECTS O11iHKa 3a HAI[IOHAJLHOIO MIKAJIOK0
1JCYMKOBOT'O KOHTPOJIIO
90 - 100 A BigminaO
82 — 89 B Jlyxe moope
74 — 81 C Jlobpe
64— 73 D [Tocepennbo
60 — 63 E JlocTtaTHbO
35_59 FX He3anoB1abHO 3 MOXKIIUBICTIO
MMOBTOPHOTO CKJIAJIAHHS
0_ 34 F He3anosiipHO 3 060B’HSKOBI/IM
MMOBTOPHUM BUBUYEHHSIM JUCITUTUIIHU

9. 3aco0u HABYAHHSA

ArmapartHe 3a0e3nedeHHs, HeoOX1HEe JJIsl BUBYECHHSI HaBYAIbHOI JUCIMILTIHH,
BKJIIOYA€ TEPCOHAIbHUN KOMI'toTep a00 HOYTOYK, MiAKIOYEHI A0 JIOKaJIbHOT
KOMII FOTEPHOT MEpExi.

[IpuknagHe nmporpamHe 3a0e3nedeHHs, HeOOXITHE JJii BUBYCHHSI HABYAIBHOT
nucrutiiag, Biiarodae: ASProtect; Trial Reset; Vera Crypt; Kaspersky Anti-Virus;
ESET Internet Security; Dr. Web Security Space; Bitdefender Internet Security;
Avira Antivirus; Avast Antivirus; Symantec Norton 360, Mangle-It C++, Stunnix.

BukopucToByIoThCS anaparHi Ta IporpaMHi MOKJIMBOCTI Jaboparopiit Nel130,
Ne129 kadenpu KTIb HHIAE HYK.

10. PexomenaoBaHi pxepesia inpopmairii

OcHoBHI Jxkepena iHpopmanii

1. Baianos B.C., Ko3upes C.C. 3axuct nporpaMmHux npoaykriB / HaBdu. mociOHUK
(JJuctr MOH Ne 1/11-10917 Big 30.11.2010 p.). — Muxomais: HYK, 2010. —
146 c.

2. Kamnyn B. A., Jvmutpummna O. B., bapumes [O. B. 3axuct nporpamuoro
3a0e3mneucHns // Hapu. mocionuk — Biaaunsa: BHTY, 2014. — 105 c.

3. Top6enko I.JI., I'pinenxo T.O. 3axuct indopmamnii B iHDOpMAaIliiiHO-
TenekoMyHikamiiiHux cucremax / Hamu. [loci6uuk, Y.1 Kpunrtorpadiunuit
3axuct iHpopmarii. — Xapkis: XHYPE, 2004. — 368 c.

4. bniauos B.C., T'ambueBcekuii FO.JI. MareMatndHi OCHOBM KpPHUMOTOJIOTIl. —
Muxkonais: HYK, 2006. — 232 c.

5. Beptryzaee M.C., Opuenko O.M. 3axuct iHdopmalii B KOMII‘IOTEPHUX
cUcCTeMax BiJl HecaHKI10HOBaHOro gocrtyny — K.: Bun-so €spomn. yH-Ty, 2001. —
321 c.
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lapGapuyk B.,, MunoBuu 3., CBunm A. KubepHernueckmii  1moxXon K
MPOEKTUPOBAHUIO CHCTEeM 3amuThl uHpopmauuu. — Kues — Jlynk — JlroOnun,
2003. - 659 c.

JonaTkoBi pxepesa ingopmanii

I'mymakoB C.B., Xaunpo T.C., Co6oneB P.O. Cexperbl xakepa. 3ammra u
ataka. XappkoB: ®omnno, 2005. — 414c.

Homape B.B. be3omacHocTh MHGOpMAIMOHHBIX TEXHOJOTHUNA. MeTomosorus
cozganms cuctem 3amuthl. — K.: OO0 “THUJ JC”, 2001.— 688 c.

bninnos B.C., TanbueBcbkmii FO.JI. Ilpaktukym 3 kpuntomorii // Hagu.
nocionuk. — Muxkoiais: HYK, 2005. - 172 c.

Indopmaniiini pecypcu mepexi InTepaer

. VeraCrypt is a free open source disk encryption software for Windows, Mac OSX
and Linux. https://veracrypt.fr/

AsProtect 32 - packer for 32bit software with protection functions.
http://aspack.com/asprotect32.html

Avast. https://www.avast.ua/
Stunnix C++ Obfuscator. http://stunnix.com/
http://ni.biz.ua/12/12_12/12 127051 harakteristika-programmnogo-produkta.html

Houent xadeapu KTIb,
K.T.H., JIOII. C.C. Ko3upen
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